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Summary

In just a short period of 90 days, fugitive oligarchs llan Sor and Veaceslav Platon spent
approximately 136,000 euros on Facebook advertising.

Expenses of Sor and Platon on Facebook over 90 days (EUR)

Sor Platon

Fig. 1 - Comparison of the amounts spent by llan Sor and Veaceslav Platon on Facebook advertising for
disinformation over a 90-day period.

Main manipulative narratives (ideas) promoted in sponsored posts by Platon and Sor:

1. The referendum is useless: the disinformation campaign argues that the referendum
holds no value, manipulating official statements to suggest that the results will have no
impact on the EU accession process.

2. The government pressures Gagauzia: it is promoted the idea that the central
government is unjustly imposing sanctions on the Gagauzia region, thereby undermining
local stability.

3. The government scares the public with war: it is suggested that authorities exaggerate
military risks to gain political advantages, denying the real threats to national security.

4. EU accession negotiations are due to Ukraine: this narrative implies that Moldova's
progress in joining the EU is solely a result of the situation in Ukraine, downplaying the
importance of our country’s efforts.

5. The government accepts any condition imposed by the EU: it is claimed that Moldovan
government unconditionally accepts all EU demands to receive European funds,
insinuating a lack of sovereignty and discernment in the negotiation process.
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The main goal of these sponsored campaigns is to sow panic in society, discredit the European
integration process of Moldova, and wash Russia's image. At the same time, Russia is actively
preparing for destabilization during the electoral campaign for presidential elections and the
referendum on European integration.

Unfortunately, the authorities do not have effective mechanisms to combat such disinformation
tools. The only solution to counter these falsehoods remains the active informing of society
about how these messages circulate in the public space (what? who? why?) and postfact
reporting of the promoted falsehoods.

Neither META nor Google is taking any serious action to block this manipulative content. The
two companies should pay attention to the calls from Moldovan authorities and civil society to
stop running ads from oligarchs sanctioned internationally. The lack of action from META and
Google allows for political influence operations and interference by the Russian Federation in
the electoral processes of Moldova.

Introduction

The Russian Federation's hybrid war against Moldova is becoming more aggressive as
presidential elections and European integration referendum on October 20 approach. One of the
main disinformation tools is sponsored ads on platforms like Facebook (META) and Google.

The primary malign actors funneling money into online disinformation are fugitive oligarchs llan
Sor and Veaceslav Platon. These two oligarchs spend thousands of euros monthly to sow panic
among the Moldovan public, aiming to derail the country’s European path.

Currently, the Moldovan state lacks any effective tools to stop these manipulation campaigns
and can only request their cessation from international platforms post-factum.

Sor's expenses for the period July 1- 30, 2024

The fugitive oligarch llan Sor promoted at least 104 advertisements on 11 Facebook pages
between 1 and 30 July, spending 30,500 euros. Compared to the period from 1 to 30 June, the
number of sponsored advertisements increased by 20, while the budget remained
unchanged.
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The evolution of number of ads sponsored by Sor’s pages
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Fig. 2 - Evolution of the number of advertisements sponsored by the pages affiliated to the Sor group in
the period 1 - 30 July, compared to the periods 25 April - 24 May and 1 - 30 June.

Just for the week of July 24 - 30, Sor spent approximately 4,741 euros on advertising. For
comparison, during the same period in June, he spent 1,600 euros more.

Three pages belong to members of the "Revival" Party, officially supported by llan Sor:
Veaceslav Jucov, Vasile Bolea, and Alexandr Nesterovschi. The remaining pages use a similar
visual identity: they have profile pictures with the Moldovan flag and usernames that hint at
either media organizations or patriotic groups, such as “Cultural Moldova Plus,” “Moldova
Radiance News,” “True MD news here,” “Onedaypoll,” “With love from Moldova,” “Eurasia,”
“Tinki_Vinki,” and “Simple Overkill.” All these pages use categories like “Media/news website,”
“Newspaper,” or “Media production and broadcasting company” to create the illusion that they
belong to legitimate media institutions.



https://www.facebook.com/jucovveaceslav
https://www.facebook.com/bolea.deputat
https://www.facebook.com/nesterovschi
https://www.facebook.com/ads/library/?active_status=all&ad_type=political_and_issue_ads&country=MD&media_type=all&search_type=page&view_all_page_id=122941690780186
https://www.facebook.com/ads/library/?active_status=all&ad_type=political_and_issue_ads&country=MD&media_type=all&search_type=page&view_all_page_id=107938542290494
https://www.facebook.com/ads/library/?active_status=all&ad_type=political_and_issue_ads&country=MD&media_type=all&search_type=page&view_all_page_id=107938542290494
https://www.facebook.com/ads/library/?active_status=all&ad_type=political_and_issue_ads&country=MD&media_type=all&search_type=page&view_all_page_id=113515515054352
https://www.facebook.com/ads/library/?active_status=all&ad_type=political_and_issue_ads&country=MD&media_type=all&search_type=page&view_all_page_id=101406169050516
https://www.facebook.com/ads/library/?active_status=all&ad_type=all&country=ALL&media_type=all&search_type=page&view_all_page_id=376641245530403
https://www.facebook.com/ads/library/?active_status=all&ad_type=all&country=ALL&media_type=all&search_type=page&view_all_page_id=294201657120960
https://www.facebook.com/ads/library/?active_status=all&ad_type=political_and_issue_ads&country=MD&media_type=all&search_type=page&sort_data%5Bdirection%5D=desc&sort_data%5Bmode%5D=relevancy_monthly_grouped&view_all_page_id=350653634801555
https://www.facebook.com/ads/library/?active_status=all&ad_type=political_and_issue_ads&country=MD&media_type=all&search_type=page&sort_data%5Bdirection%5D=desc&sort_data%5Bmode%5D=relevancy_monthly_grouped&view_all_page_id=177349972122871
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Moldova Culturala Plus

20 aprecieri « 29 urmaritori

Postari Mentionari Recenzii Urmadritori Fotografii

Despre Categorii

Site web media/de stiri

Mai multe »

Fig. 3 - The page “Cultural Moldova Plus” uses the Moldovan flag as its profile picture and positions itself

as a “Media/News website.”

The main manipulations promoted by Sor's anonymous pages were:

e The referendum is pointless — the sponsored post manipulated statements by the
Minister of Foreign Affairs, Mihai Popsoi, who stated that regardless of the referendum
results, EU accession negotiations would continue. Thus, the Sor group "expresses
doubts about the effectiveness of the referendum on Moldova's EU accession,
considering it a costly and unnecessary event." According to the group, the current
government "does not take into account the opinions of all citizens on this issue."

Moldova Culturala Plus
i Platita lturald Plus - @

despre referendumul d aderarea la UE

Echipa lui llan S. isi exprima indoielile cu privire la eficacitatea referendumului
privind aderarea Moldovei la UE, considerdndu-1 un eveniment costisitor si inutil. Ei
sustin ca rezultatele votarii nu vor influenta procesul de integrare europeana. Seful
diplomatiei moldovenesti, Mihai Popsoi, a confirmat acest lucru, declarand ca
negocierile cu UE vor continua indiferent de rezultatele referendumului, deoarece

exista deja... Vezi mai mult

nocne pesyneTaTtos pedepeHayma?

‘ Sl Melo B BUAY, MEPErOBOPbI HE NPeKpaTATCA
- -
™

tarii 6 distribuiri

Fig. 4 - The page “Cultural Moldova Plus” promotes Sor group's opinion that the referendum will be

ineffective and costly.


https://www.facebook.com/ads/library/?active_status=active&ad_type=all&country=DK&id=318390108024839&media_type=all&search_type=page
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e Recognition of the 1946-47 famine as genocide will worsen relations with Russia —
according to the Sor group, recognizing the 1946-1947 famine as genocide is nothing
more than "a political speculation that does not address the country’s current issues."
They believe that "adopting such a law could lead to discrimination against the residents
of Gagauzia, who receive aid from Russia."

ﬂ" Cudra cfih(?oldova

Mongaasckuii dectuBant ApYX6bl HAPOAOB COBPa BMECTE ThICAUN MOAEHA!

HaLmoHanbHble KyxHUW pasHbiX CTPaH, 3aXurate/bHble TaHLbl M XXKWUBasA My3biKa
co3Aasanu atmocdepy npasgHnka. Becenble KOHKYPCbl M PO3bIMPbILLA MPU30B
cienanu JieHnb ellle bonee yBieKaTeNbHbIM.

XotuTe y3HaTh BCe NoApobHOCTA M yBUAETbL $oT0? MNMepexoauTe no cebiike!

HTTPS://TAPLINK.CC/

Afla mai multe
®ectusans Apyx6bl Hapos0B

Fig. 5 - The page “With love from Moldova” promotes the so-called "Festival of the peoples' friendship,"
organized by the "Victory" Bloc, where a special attention was given to the Russian Federation.

e The government puts pressure on Gagauzia - \Vasile Bolea says that the US
sanctions imposed on Eugenia Gutul are "an additional method of putting pressure on
the Governor of Gagauzia and those who administer the region" by the current
government. Bolea believes that the current government is trying to divide the Gagauz
society by hindering the implementation of Gagauz team's projects.

e The government is a dictatorial regime — Veaceslav Jucov claims that "the current
government turned the country into a dictatorship and deprived the people of their right
to make decisions." According to Jucov, "a handful of politicians impose their will on
millions of citizens." This narrative was emphasized on the occasion of the three-year
anniversary of PAS governance. Alexandr Nesterovschi promoted a post accusing PAS
of "turning the country into a repressive state where any dissent is suppressed.”


https://www.facebook.com/ads/library/?active_status=active&ad_type=all&country=DK&id=2208245892869443&media_type=all&search_type=page
https://www.facebook.com/ads/library/?active_status=active&ad_type=all&country=DK&id=1294827555224812&media_type=all&search_type=page&view_all_page_id=2146735192255124
https://www.facebook.com/ads/library/?active_status=active&ad_type=all&country=DK&id=1213043379883135&media_type=all&search_type=page&view_all_page_id=379629265879814
https://www.facebook.com/ads/library/?active_status=active&ad_type=all&country=DK&id=1669855950429822&media_type=all&search_type=page&view_all_page_id=1555734261190956
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Platon's expenses for the period July 1- 30, 2024

Veaceslav Platon promoted around 82 ads on his personal Facebook page and on Natalia
Morari's page from July 1 - 30, spending approximately 19,500 euros. Compared to the period
from June 1 - 30, Platon spent 5,750 euros less on ad sponsorship, although the number of
ads increased by 11. For the week of July 24 - 30 alone, Platon spent about 3,600 euros
promoting ads on the two pages.

The evolution of the number of ads sponsored by Platon on Facebook

Number of ads
15.49%

\ 4

64 66 68 70 72 74 76 78 80 82 84

m July, 01-30 June, 01 -30

Fig. 6 - The evolution of the number of sponsored ads from pages affiliated with Veaceslav Platon on
Facebook from July 1-30, compared to the period from June 1-30.

Comparison between the amounts spent by Platon on Facebook for two different periods

-22.77%

Amount spent (EUR)
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Fig. 7 - Comparison of the amounts spent by pages affiliated with Veaceslav Platon
for the periods July 1 - 30 and June 1 - 30.


https://www.facebook.com/platonzamoldovu
https://www.facebook.com/morari.live
https://www.facebook.com/morari.live
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In addition to the sponsored ads on Facebook, Platon is actively promoting content on YouTube
and through Google Ads. However, the issue is that Google Ads Transparency does not
display the amounts spent by Platon for sponsoring ads on his channel or Natalia Morari's
channel. The time period for these promotions and the number of users reached by the ads are
also unknown. In total, Platon sponsored 9 ads from his account in July. Following her launch
into the presidential campaign, Natalia Morari's account promoted 173 ads, of which 15 are
sponsored YouTube videos, while the rest are electoral posters.

The evolution of the number of ads sponsored by Platon on Google
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Number of ads
628.00% |
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Fig. 8 - The evolution of the number of sponsored ads from pages affiliated with Veaceslav Platon on
YouTube from July 1 - 30, compared to the period from June 1 - 30.

The main manipulations promoted by Platon affiliated pages were:

e The government scares people with war — Morari states that "the government scares
the population with the threat of war to gain political credit." She mocks the idea that
Maia Sandu maintained peace in Moldova. According to Morari, "there is no imminent
military risk from Russia." To support her position, she cites arguments from Western
experts who assert that Russia lacks the military capacity to break through the front in
Ukraine. In reality, authorities say that Russia is waging a hybrid war against Moldova,
but Morari ignores this detail.



https://www.facebook.com/ads/library/?active_status=active&ad_type=all&country=DK&id=2663028123864324&media_type=all&search_type=page&view_all_page_id=112352651471410
https://www.facebook.com/ads/library/?active_status=active&ad_type=all&country=DK&id=2663028123864324&media_type=all&search_type=page&view_all_page_id=112352651471410
https://www.facebook.com/ads/library/?active_status=active&ad_type=all&country=DK&id=2663028123864324&media_type=all&search_type=page&view_all_page_id=112352651471410
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Morari.live
Sponso Pl4tit3 de Morari.live - @

& py3ba, BoT Takana Mopanb! HOBGIIA BbIMYCK y>Ke Ha Hallem youtube kaHane,
npucoeauHsetecs! @B

TAKAA MOPAIb

, 2 il |
CTPAX BOUHDbI
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Takasa Mopanb: CTtpax BOiiHbI Afla mai multe
00:00 - BeeaeHme 00:40 - BnacTb 3KCNAyaTUPYET CTpax BOWA...

YOUTUBE.COM

Fig. 9 - Sponsored video from Natalia Morari's page, in which she claims that the government is scaring

Moldovans with the threat of war.

EU accession negotiations are due only to Ukraine — Morari argues that "Moldova
was granted the start of EU accession negotiations solely due to Ukraine." She contends
that the current government had no role in initiating negotiations and is merely using this
process for its own benefit. According to Morari, the Chisindu government took six
months to officially support Ukraine. However, she does not mention that Moldova
condemned the Russian invasion from day one and did everything possible to receive
and care for Ukrainian refugees on its territory. Regarding the argument that the opening
of negotiations is exclusively due to Ukraine, Morari remains silent about Georgia.

The government accepts any condition imposed by the EU — \Veaceslav Platon
criticized Maia Sandu for signing the decree to begin EU accession negotiations.
According to Platon, “Maia Sandu is willing to accept any condition from the EU’ to
receive European funds. He further asserts that in the EU, money is given just for having
your land without cultivating anything. Additionally, Platon advised Georgians to follow
Moldova's example to open negotiations. Mocking, he suggests that ‘it is enough to grab
an EU official by the sleeve and tell them about the hybrid war.”



https://www.facebook.com/ads/library/?active_status=active&ad_type=all&country=MD&id=1031483955351757&media_type=all&search_type=page&view_all_page_id=112352651471410
https://presedinte.md/rom/discursuri/declaratia-presedintelui-republicii-moldova-maia-sandu-dupa-sedinta-consiliului-suprem-de-securitate-din-24-februarie-cu-referire-la-situatia-din-ucraina
https://www.facebook.com/ads/library/?active_status=active&ad_type=all&country=DK&id=361211346993728&media_type=all&search_type=page&view_all_page_id=1827162984186887
https://www.facebook.com/ads/library/?active_status=active&ad_type=all&country=DK&id=849076950005377&media_type=all&search_type=page&view_all_page_id=1827162984186887
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Unusual cases

In addition to ads sponsored by fugitives Veaceslav Platon and llan Sor, several atypical cases
were found. The first case concerns an anonymous page that promoted the video launching
Natalia Morari in the race for President of Moldova. Although the page has the same elements
as the anonymous pages promoted by Sor, we cannot claim with certainty that this clip was
promoted by one of the fugitive oligarchs.

Moldova news
Sponsorizat - &

Y MOAAOBLI CTb BbIGOp
Ham Hy>KHbl nepemeHbi!

e ,
MOPAPb .3
L | 7. s 3

18 comentarii 12 distribuiri

Fig. 10 - Anonymous page sponsoring the launch video of Natalia Morari's
presidential campaign.

Additionally, on Facebook, a page supporting Maia Sandu was promoted. Accessing the page,
we find a post generated by artificial intelligence, which contains a number of grammatical and
logical errors. We suppose that the page is to be used to falsely promote messages from
President Maia Sandu in the election campaign.



i i 9 Pagina de sustinatori a Maiei Sandu
v rizat - Q)

SPUN "NU" SARACIEI,
"DA" VIITORULUI EURC

Pagina de sustinatori a Maiei Sandu

_ : i il imi place
Companie d uctie media si difuzare

Fig. 11 - Anonymous page claiming to support President Maia Sandu. At the time of publishing this
analysis, the page was deleted.

Another unusual case on Facebook was a poll on a Russian website promoted by an
anonymous page. In some of the questions in the poll, Internet users were asked about their
attitude towards discrimination on the basis of language, whether the declaration of
independence brought benefits to Moldova, whether people would be ready to go out to rallies

and block roads. In this case, too, we cannot affirm that any of the fugitive oligarchs are behind
this poll.

AN N‘M
[}

eT HecKonBKO MuHYT!

Afla mai multe

Fig. 12 - Anonymous page promoting a survey with provocative questions from the Russian website
anketolog.ru. The advertisement was hidden by the page administrator and
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https://www.facebook.com/people/pitbul/100085366256645/
https://anketolog.ru/e/65434744/buUSqgAs?fbclid=IwY2xjawEqp6hleHRuA2FlbQIxMAABHQJIP0hYsUsRaCTLuvhLSZZ0H3eylHK6K9ELPQEzQ_i8GNtu6HhmSJPaHA_aem_GrxVLP_zZB2TejF03SZy2Q
https://www.facebook.com/ads/library/?active_status=active&ad_type=all&country=ALL&media_type=all&search_type=page&source=page-transparency-widget&view_all_page_id=100537332821489
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does not appear in the META Ads Library.

25 anketolog.ru/e, 9/FnKyUUBC?utm_medium=paid&wtm_source=fb&utm_id=120211124437 4&utm_content=120211124437 &utm_term=1202111244:

Ecnu 6b1 Bam npegnoXunMn y4acTBoBaTh B aKUHUAX NMpoTecCTa,
yTo6bI npuene4yb BHUMaHWe BNacTU K OCTPbIM I'IpDGl'IEMaM, TO BbI
NMPUHANTK 6bl B HUX ydacTtve unu HeT? Ecnu aa, To B Y4€M MMEHHO
Bbl roTOBbI MPUHATbL y4acTUe? *

[ Nognucatb o6palleHne, NeTULMI
() B WecTBUM, MACCOBOM aKLMK NpoTecTa
[J PacnpocTpaHWTb NMMCTOBKM, MHGOPMaLMIO B MHTEpPHETE
) B NepeKpbITHX Qopor
() B OOMHOYHOM MUKeTE

[0 B aKuusx oHNarWH-npoTecTa

[0 Opyroe (HanuwwuTe)

HanuiumTe BaL BapUanT oTaeTa

[ He npuHan(a) 6b1 y4acTue B akLMAX NpoTecTa

[ 3aTpynHsiocs oTBETUTHL

Fig. 12 - The poll promoted by the anonymous "pitbul”" page asks the respondent what they could
contribute in case of a protest. The response options include "blocking roads”, a tactic used by the
criminal group Sor during the 2022 protests.

Conclusion

Although in July the budget for ads did not increase much in the case of Sor, and even
decreased in the case of Platon, the number of advertisements is constantly increasing. Their
main purpose is still to discredit the EU accession referendum, but also to attack Maia Sandu,
who is the main favorite in the presidential race.

The two oligarchs are trying to manipulate public opinion that Moldova's place is not in the EU.
For example, Platon emphasizes the narrative that "Moldova is not negotiating on an equal
footing with the EU the conditions for accession". And oligarch llan Sor claims that "the
referendum will not take into account the opinion of the majority of Moldovans”, which would be
against EU membership.

The two oligarchs continue to whitewash Russia's image. Natalia Morari promotes the idea that

Russia does not pose an imminent military threat to Moldova, despite Moscow's hybrid war
against Chisindu. Platon argues that "the hybrid war" is a fabrication by the current government

11
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to hide its failures. Meanwhile, Sor enhances Russia's image through his political parties by
organizing events and promoting the narrative that "Russia is Moldova's strategic partner.”

At the same time, Russia is actively preparing to destabilize the electoral campaign for the
presidential elections and the EU accession referendum. The promotion of the survey on the
site anketolog.ru shows that, through the questions asked, the Kremlin is actively preparing for
spreading falsehoods on topics such as language, ethnicity, political support, values, and
beliefs. Moscow appears to be preparing violent actions in some regions of the country, asking
respondents if they would be willing to participate in large-scale protests in their areas.

Unfortunately, the authorities lack effective mechanisms to combat such disinformation tools.
The only solution to counter these falsehoods remains the active informing of the public about
how these manipulations spread (who? what? why?). Security institutions should closely
monitor the activities of Kremlin-affiliated groups, which are expected to organize
destabilizations in the fall, and take measures to prevent them.

To resist the hybrid war waged by Russia against Moldova, it is crucial for civil society and
media to unite their efforts in combating disinformation and providing accurate information to the
public. Another important aspect is related to pro-European politicians and parties, who, due to
their frustrations with the current government, are weakening the European vector before the
referendum. Genuine pro-European forces should consolidate their efforts to resist the hybrid
war of the Russian Federation.

Neither META nor Google are taking any action to block this manipulative content. Both
companies should heed the calls from Moldovan authorities and civil society to stop the ads of
internationally sanctioned oligarchs. META and Google need to understand that their inaction
enables political influence operations and Russian interference in Moldova’s electoral
processes.

Our evaluations also suggest that some of the funds used for these campaigns might be
redirected to ANO “Eurasia,” led by former Orhei city hall accountant Nelly Parutenko. This
could help them evade monitoring by authorities and social media platforms more effectively.
New forms of manipulation could involve applications for purported regional development
grants, participation in youth and teacher exchange programs, and political events such as the
new congress of the "Victory" bloc in Moscow. These indirect funding methods might target both
populist projects like OrheiLand and recruitment of potential participants for electoral protests,
as warned by the governments of the USA, Canada, and the UK.

Constant attacks on the European integration process and the legitimacy of government aim to
create divisions and destabilize the political situation at a critical time for Moldova. The lack of
effective mechanisms to combat these manipulations allowed toxic messages to reach a wide
audience without significant obstacles.

12
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Recommendations:

1.

Rapid response to disinformation: authorities and media institutions should respond
promptly to disinformation campaigns by issuing statements and materials that debunk
falsehoods. It is crucial that these responses are well-founded and reach the public
before the disinformation takes root.

Enhanced monitoring: security institutions should increase monitoring of social media
platforms to quickly identify and report manipulative content. A swift response can
significantly reduce the impact of these campaigns on public opinion.

Counter disinformation campaigns: civil society, the government, and other goodwill
actors should launch information campaigns aimed at directly countering false
narratives. These campaigns should explain the importance and benefits of the
European integration process and debunk the myths spread by oligarchs.

Temporary partnerships with digital platforms: authorities should establish short-term
collaborations with social media platforms to expedite the removal of disinformation.
These partnerships should include direct and prioritized reporting mechanisms for
harmful content.

Ongoing communication with strategic partners: it is essential for Moldova to
maintain dialogue with international partners regarding ongoing disinformation
campaigns and work closely with them to apply pressure on social media platforms to
act against manipulative content. This will ensure continuous and coordinated global
support in combating disinformation.
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