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Summary

Between January 31 to February 28, the Russian Federation, through its fugitive oligarchs,
changed its strategy of sponsoring disinformation through Facebook and YouTube platforms.
Fugitive llan Shor abandoned the sponsorship of ads through anonymous pages and those
directly associated with him. Shor's new tactic is to promote the image of politicians Victoria
Furtuna, Vasile Tarlev and Irina Vlah, who were supported by the oligarch in the presidential
elections. At the same time, Shor continues to actively promote, via Facebook, the TV station
"MD24," launched in Moscow in the context of the presidential elections, to manipulate public
opinion.

Veaceslav Platon continues to promote manipulative posts on his personal page and through
former journalist Natalia Morari, with whom he has a child.

Both llan Shor and Veaceslav Platon have significantly reduced their budgets for promoting
posts aimed at manipulating public opinion. They have also shortened the duration of ad
campaigns - from 7 days to 2-3 days or even a few hours. During the monitored period, we found
that llan Shor considerably increased the number of advertisements compared to last year. At
the same time, Veaceslav Platon reduced the number of sponsorships on Facebook. Also,
on YouTube he stopped advertising once the presidential election campaign ended.

In addition to the two oligarchs, former Prime Minister Vlad Filat has also started to promote
various manipulative posts for a fee. Through sponsored posts, Filat launches attacks on the
current government, the European Union, civil society and the independent press. After
monitoring, it was found that the advertisements on Filat's page are modeled after those on the
page of Victoria Furtuna, a former anti-corruption prosecutor suspected by the Anti-Corruption
Prosecutor's Office of leaking information from investigations. In some cases, posts were
promoted from both pages at the same time and with a similar budget, manipulating public opinion
on the subject of USAID grants.

All the ads analyzed had disclaimers for political and social issues. This allowed us to partially
identify the investment in the ads placed on META. Transparency of these expenditures is only
possible if the page follows META rules and uses the required disclaimer for political and social
ads. Ads that run without a disclaimer disappear from the META Ads Library, and while they are
running, the amount paid and the period for which they were sponsored are not publicly disclosed.

The main narratives sponsored by the fugitive oligarchs and Viad Filat between January
31 and February 28:

e "Only PAS and NGOs benefited from USAID money": It is suggested that USAID
grants have been used by independent media and NGOs to whitewash the image of the
government.

e "PAS has artificially created the energy crisis": It is claimed that the PAS
government is to blame for the energy crisis, not Russia.


https://anticoruptie.md/ro/electorala-2016/prezidentiale-2024-victoria-furtuna-plecarea-cu-scandal-din-procuratura-legaturile-cu-ilan-sor-si-o-lansare-in-campanie-din-epicentrul-separatismului#google_vignette

e "The EU is no longer a democracy™: the idea that the European Union has lost its
democratic values is being promoted, with the annulled elections in Romania cited as an
example.

e "Western partners have betrayed Ukraine": it is suggested that Ukraine's fate has
been decided between the US and Russia and Moldova should not support Kiev.

e "EU puts Moldova in debt": €1.9 billion in EU aid is presented as a financial burden
imposed on citizens. It is suggested that the government will steal from this aid.

e "PAS government militarizes Moldova": the idea is being promoted that the
modernization of the National Army is, in fact, a preparation for an eventual war against
Russia.

These campaigns are aimed at undermining Moldova's pro-European course, destabilizing the
political climate and eroding trust in state institutions. As a consequence, the poor communication
of the authorities and pro-European parties is contributing to a loss of confidence in the country's
European direction. In the context of the parliamentary elections to be held in 2025, the
authorities, in cooperation with civil society, must step up their efforts to combat disinformation by
actively informing the public and asking digital platforms to prevent electoral interference.

Introduction

The Russian Federation continues to develop new hybrid technologies to derail this year’s
parliamentary elections. The tactics of sponsoring disinformation through advertisements on
Facebook and YouTube have undergone significant changes following the presidential elections
in the fall of 2024. The main financiers of disinformation remain the fugitive oligarchs Veaceslav
Platon and llan Shor.

The first change observed after the conclusion of the presidential elections is a considerable
decrease in the amounts of money spent on advertisements. We assume that these savings are
intentional, with the financial resources likely to be used for a potential massive attack on the eve
of the parliamentary elections.

Veaceslav Platon has reduced the number of sponsorships on his Facebook page, and on
YouTube, he stopped promotions after the presidential elections. Still, he continues to support
the content of Natalia Morari on YouTube and Facebook.

llan Shor has abandoned the use of anonymous pages to sponsor disinformation on Facebook.
This action appears to be temporary and could resume closer to the parliamentary elections.
Currently, llan Shor indirectly sponsors the advertisements of politicians Irina Vlah, Victoria
Furtuna, and Vasile Tarlev, who were supported by oligarchs during the presidential elections.

The publication "Ziarul de Garda" proved in an investigation that Victoria Furtuna was openly
supported by the criminal network Shor in the presidential elections. According to the sources of
"Ziarul de Garda", on the day of silence, the Shor network received instructions to vote for Vasile
Tarlev or Irina Vlah, in case Victoria Furtuna was excluded from the presidential race.



https://www.zdg.md/stiri/video-victoria-furtuna-candidata-independenta-de-reteaua-lui-sor/
https://www.zdg.md/importante/in-ziua-tacerii-reteaua-lui-sor-le-a-transmis-activistilor-si-simpatizantilor-pe-cine-sa-voteze-la-prezidentiale-prima-data-aud/

The publication "Cu SENS" has shown in another investigation how the criminal network
Shor organized meetings for Vasile Tarlev with paid sympathizers to attend events with this
candidate.

All three candidates have established parties with which they intend to participate in the
parliamentary elections this year:

e Party "Future of Moldova", led by Vasile Tarlev. The party advocates for close
relations with the Russian Federation and criticizes Moldova's European path. It also
promotes the idea that "Moldova is losing its traditional values to the West".

e Republican Party "Heart of Moldova", led by Irina Vlah. According to Vlah, her party
advocates for the "neutrality" of the Republic of Moldova. She accuses the PAS
government, the EU and NATO of "militarizing Moldova to involve it in the war in
Ukraine". The party has never condemned Russia for violating Moldova's neutrality by
occupying the Transnistrian region.

e "Moldova Mare" Party, led by Victoria Furtuna. The party claims to have a "European
vocation", although Furtuna criticizes the European Union and has advocated against
Moldova's accession to the EU.

In addition to the three politicians, llan Shor sponsors the page of the propaganda TV station
"MD24", launched in Moscow last year. The station provides a media platform for Kremlin agents
in Moldova, including the three politicians mentioned above. All interviews published on the
station's website and social networks are recorded online via videoconference. Last year, the
Moldovan Information and Security Service of the Republic of Moldova blocked the website
through which this TV station was broadcasting.

The two oligarchs are not the only ones sponsoring attacks against democracy and the pro-
European path of the Republic of Moldova. Former Prime Minister Vlad Filat has become a useful
tool for Moscow in discrediting the European Union in the Republic of Moldova, as well as, more
recently, civil society and the independent press.

All the analyzed advertisements included a disclaimer stating that they were political ads. This
allowed us to identify only a portion of the expenses published on META. Advertisements running
without a disclaimer disappear from the META Ad Library, and during their airing, neither the
amount paid nor the sponsorship period is disclosed.

For example, the "Simple Overkill" page, which promoted members of the criminal group Shor,
ran advertisements without a disclaimer. Thus, the ads run by this page did not appear in the
META Ad Library.


https://cusens.md/ro/investigatii/vasile-tarlev-sustinut-de-ilan-sor-din-culisele-kremlinului/
https://newsmaker.md/ro/sor-a-inceput-sa-emita-de-la-moscova-a-lansat-un-post-tv-online-de-stiri-care-emite-24-din-24-de-ore-din-rusia-cu-prezentatori-din-moldova
https://moldova1.md/p/36598/sis-blocheaza-cel-mai-mare-motor-de-cautare-din-rusia-si-alte-patru-site-uri-inclusiv-un-post-tv-online-afiliat-lui-sor
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Fig. 3 - The page "Simple Overkill" sponsored a clip without disclaimer with the member of the criminal
group Shor, Tudor Shoilita, who launched the falsehood that "the diaspora votes massively for PAS by mail
and that nobody verifies this process". The ad can no longer be identified in the META Ad Library.

Spendings on META platform during January 31 - February 28,
2025

The fugitive oligarch llan Shor spent approximately 3,900 euros between January 31 and
February 28 to place 164 advertisements on Facebook. The pages financed by him belong to
politicians

Vasile Tarlev, Victoria Furtuna, as well as the TV station MD24. Shor stopped the financing of
anonymous pages that actively promoted him, as well as parties directly or indirectly affiliated
with him. Compared to the period of August 1-30, 2024, when Shor spent the most money on

advertisements (according to monitoring), the allocated budget has decreased by approximately
8.5 times.
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https://www.facebook.com/vasile.tarlev.official
https://www.facebook.com/profile.php?id=61557759692101
https://www.facebook.com/ads/library/?active_status=all&ad_type=political_and_issue_ads&country=MD&is_targeted_country=false&media_type=all&search_type=page&source=ad-report&view_all_page_id=461132680397252
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The evolution of the number of advertisements sponsored by
Ilan Shor on Facebook
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Fig.1 — The Evolution of the number of advertisements sponsored by llan Shor on Facebook from August
01 - August 30 (2024) compared to January 31 - February 28 (2025).

Although the budget allocated for sponsoring disinformation is smaller, the number of
advertisements is increasing. Compared to the period of July 1-30, 2024, when the highest
number of identified ads was recorded, the current number is 60 higher.

The evolution of the number of advertisements sponsored by
Shor's pages
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Fig. 2 - Evolution of the number of advertisements sponsored by the pages affiliated to the Shor group in
July 01 - July 30 (2024) compared to January 31 - February 28 (2025).



In the case of Veaceslav Platon’s sponsorships, the amounts allocated for advertisements have
dropped by approximately 7.5 times compared to the period of July 1-30, when he spent more
money on promotion. The main page investing the most in Facebook ads is affiliated with
Natalia Morari, a former journalist with whom Platon has a child. Between January 31 and
February 28 alone, Natalia Morari’'s page spent approximately 2,260 euros.

Comparison between the amounts spent by Platon for two
periods on Facebook
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Fig.3 - The evolution of the amounts spent on advertisements sponsored by pages affiliated with

Veaceslav Platon on Facebook from the period of July 1-30, 2024, compared to the period of January 31—
February 28, 2025.

The number of sponsored ads on Facebook is also decreasing, almost halving from July 1-30,

2024. Natalia Morari's Facebook page sponsored 41 ads, while Veaceslav Platon's page - only
6.
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The evolution of the number of advertisements sponsored by
Platon on Facebook.
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Fig. 4 - The evolution of the number of ads sponsored by Veaceslav Platon's affiliated pages from July 01
to July 30 (2024) compared to January 31 to February 28 (2025).

Another major player promoting disinformation is the former Prime Minister Vlad Filat. He spent
about €1,045 on 47 advertisements between January 31 and February 28. Comparing the
spending of the three political actors, oligarch llan Shor continues to fund the most manipulative
Facebook posts, followed by Veaceslav Platon.

Comparison of the expenses made by the three political actors
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Fig. 5 - Comparison of expenses for sponsored Facebook ads of Veaceslav Platon, llan Shor and Viad
Filat.

In terms of number of sponsored advertisements, the leader remains the oligarch llan Shor.
Even if we add up the ads sponsored by Veaceslav Platon and Vlad Filat, their total is lower
than the number of ads sponsored by Shor.
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Comparison of the number of advertisements sponsored by
political actors
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Fig. 6 - Comparison of the number of ads sponsored on Facebook by Veaceslav Platon, llan Shor and
Viad Filat.

Promoting misinformation on YouTube

On YouTube, only Natalia Morari, Irina Vlah and Victoria Furtuna still promote videos. Fugitive
Veaceslav Platon stopped sponsoring ads on YouTube after the presidential elections. Also, the
number of ads promoted by Natalia Morari on YouTube is considerably lower than last year.

The evolution of the number of sponsored ads by Platon on
YouTube.
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Fig. 6 - Evolution of the number of ads sponsored on YouTube by Veaceslav Platon's affiliated accounts
from July 01 - July 30 (2024) compared to January 31 - February 28 (2025).
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Irina Vlah sponsored 5 ads during the monitored period, while Victoria Furtuna sponsored only
one. In the case of Irina Vlah, her ad account could be identified in Google Ads Transparency,
whereas for Victoria Furtuna, it is missing, despite her having sponsored ads. This is due to the
inefficiency of Google's transparency mechanism, which adds video ad sponsors to the ad
library with a delay. Once they are added, previously promoted videos no longer appear in
Google Ads Transparency.

Unfortunately, Google Ads Transparency does not provide information about the amounts spent
on ads or their broadcast period. This is because Google has not activated the political ads
category in the Republic of Moldova, which would offer data on budget, duration, and the
number of views.

This situation is due to the incompetence of the Moldovan authorities, who did not negotiate with
Google to activate this transparency mechanism when re-launching YouTube ads. Thus,
videos with political content are erroneously categorized as "animals", "banking services" or
other social themes.

ﬁ Apreciez anuntul
@ Blocheaza anuntul

F:] Raporteaza anuntul

Vezi mai multe sau mai putine similare

+ Subiect
ﬁ Animale si
’ animale de...

Personalizeaza mai multe
anunturi pe care le vezi

|g| Despre acest advertiser

s «3°nTbl E» TyAn EThIa Identitatea advertiserului a fost

confirmatd de Google

Partidul Politic Partidul Republican "INIMA
MOLDOVEI"

Republica Moldova

un miliard de lei

Irina Viah % Inima Moldovei WG

¥ Sponsorizat 2zi mai multe anunturi pe care acest advertiser le-a

afisat folosind Google
3onotble Tyanetsl Hocatoro

Fig. 7/8 - Video clip sponsored by Irina Vlah, criticizing the decision of the Ministry of Defense of the
Republic of Moldova to allocate money for the repair of sanitary blocks under the management of the
institution. The subject of this ad was selected by the sponsor as "animals and pets" and not a political one,
as Google does not allow political ads to run in Moldova.


https://www.facebook.com/dumitru.alaiba/photos/la-oficiul-google-din-davos-am-discutat-cu-marta-poslad-directoare-politici-publ/753318819488809/
https://adstransparency.google.com/advertiser/AR04199514723042983937/creative/CR17327585152397737985?region=MD
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New disinformation sponsorship tactic on the META platform

Sponsorship on the "MD24" page

"MD24" applies a different strategy compared to the anonymous pages previously sponsored by
llan Shor. While in the case of anonymous pages Shor paid large sums for a smaller number of
ads that ran over a longer period, with the "MD24" page, he sponsors a larger number of ads
with a smaller budget.

The duration of the ads ranges from a few hours to a maximum of two days. This tactic appears
intentional, aimed at avoiding rapid detection by META’s algorithms and delaying the potential
blocking of the page.

@ Inactivi @ Inactiva

ID biblioteca: 1152849455953343
ID biblioteca: 1179161273581501
17 iun. 2024 - 19 iun. 2024

17 mar. 2025 - 19 mar. 2025 - Durat3 totald de
afizare 20 h

Platforme €@ (@

Categorii =4
&% Mérimea estimata a audientei: >1 mil. @ Platforme (2]
Ba Suma cheltuita (EUR): 300 €- 399 € @ Categorii =4

© Afisari: 200 K - 250 K @ & Mérimea estimata a audientei: 500 K - 1 mil. @

Moldova pentru fiecare zi By Suma cheltuita (EUR): <100 € @

Sponsorizat - Platita de Moldova pentru fiecare zi

ID biblioteca: 1152849455953343

® Afisar: 1K-2K©

Confruntarea dintre blocul ,Victorie” si PAS Vezi detaliile reclamei

Potrivit echipei lui llan S., PAS i-a inl&turat pe ultimii deputati

independenti din parlament, Iasand doar pe cei care sustin regimul.

Deputatilor blocului ,Victorie” le este interzis sa participe la sedinte, /‘6 MD24

ceea ce, in opinia lor, incalca drepturile gi libertatile cetatenilor. 7 Sponsorizat - Platita de MD24

#moldova #md24 #219

Fig. 9/10 - Comparison between campaigns sponsored by an anonymous page and the "MD24" page. We
observe that the campaign period and budget for the anonymous page campaign are much larger than
the campaign on the "MD24" page.

Unlike the anonymous pages, the "MD24" page is not part of any Southeast Asian network. At
the same time, in the descriptions of sponsored video clips, the "MD24" page uses only
hashtags or short phrases. This sets it apart from anonymous pages, which promoted posts or
video clips accompanied by long texts. As a result, the campaigns are configured to appear
exclusively in Reels on Facebook and Instagram, and not in the usual feed of a user’s personal

page.



@ Inactiva
ID biblictecd: 1871286475628795
12iun. 2024 - 16 iun. 2024
Platforme €@ ©
Categorii =t
& M3rimea estimata a audientei: =1 mil. @
B2 Suma chehuits (EUR): 800 €- 899 € @

@ Afigdri: 300K - 350K ©@

are zi
Moldova pentru fiecare zi

Moldova pe
Sponsorizat
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In acest videoclip sunt cele mai interesante episoade ale congresului
blocului de la Moscoval
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@ Inactivd
1D bibliotecd: 1126127799225007
28 feb. 2025 - 2 mar. 2025
Flatforme (@
Categorii
& Miarimea estimatd a audientei: 500K - 1 mil. i ]
B Suma cheltuiti (EUR): <100 €6

@ Alisii: A0K-45K @

» MD24
4@ Sponsor
i D bibilio

#moldova #md24 2167

'ME

Fig. 11/12 - The anonymous page "Moldova for every day" promoted a long text post that appeared in
Facebook and Instagram users' feed, and the page "MD24" promoted a video clip with hashtags, which

appeared only in the reels segment on Instagram.

In some cases, the "MD24" page promotes two campaigns for the same video clip. Each
campaign targets only one platform: either Facebook or Instagram. The budget for these
campaigns is set at a maximum of 100 euros, but when combined, the amounts can exceed this
threshold. This represents another method to trick META'’s algorithms, which more easily

identify ads that allocate large sums for short-term airing.

& Inactiva
ID biblioteca: 599272363009207
27 feb. 2025 - 1 mar. 2025
Platforme @
Categorii =4
& Marimea estimata a audientei: >1 mil. o
B3 Suma cheltuita (EUR): <100 € @

@ Afisari: 15K-20K @

Vezi detaliile reclamei

4“” MD24

7 Sponsorizat - PI5tita de MD24

TNMiopw BeryT oT pexuma

O

& Inactiva

ID biblioteca: 2933407960142244

27 feb. 2025 - 1 mar. 2025

Platforme €@

Categorii =4

& Marimea estimata a audientei: >1 mil. o
Bs Suma cheltuits (EUR): <100 € €@

@ Afisari: 35K -40K @

Vezi detaliile reclamei

4" MD24
7 Sponsorizat - Pl4tita de MD24
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Fig. 13 - Video sponsored by the "MD24" page through two campaigns for the Facebook platform. Both
campaigns ran for the same period of time, and with a budget of less than 100 euro.

Sponsorships on the pages of politicians Victoria Furtuna and Vasile Tarlev

The pages of politicians Victoria Furtuna and Vasile Tarlev sponsor campaigns simultaneously
on Facebook and Instagram, unlike "MD24", which promotes each campaign on a single platform,

either Facebook or Instagram.

@ Inactiva
ID biblioteca: 1123261012771303
28 dec. 2024 - 30 dec. 2024
Platforme €@ (@
Categorii =4
& Mérimea estimata a audientei: >1 mil. @
B3 Suma cheltuita (EUR): <100 € @

® Afisari: 8K-9K©

Vezi detaliile reclamei

Vasile Tarlev
Sponsorizat - Platita de Vasile Tarlev

Il K «BYOYLLEMY MOMNOOBbLI» npucoeauHaeTca
CTpaweHckuil paioH

@ Inactiva
ID biblioteca: 608622625482749
28 feb. 2025 - 2 mar. 2025
Platforme €@
Categorii =4

2 reclame folosesc aceasta componenta
creativa si acest text

Vezi detaliile rezumatului

‘45 MD24

7/ Sponsorizat * Platita de MD24

CaHgy NneBaTts Ha CTpaHy

Fig. 14/15 - Comparison between the campaigns sponsored by Vasile Tarlev's page and the "MD24" page.
Vasile Tarlev sponsored one campaign on Instagram and Facebook platforms, while "MD24" sponsored

two campaigns only on Instagram.

If we compare the budgets allocated by the Victoria Furtuna and Vasile Tarlev pages, they are
less than 100 euros, unlike the anonymous pages which allocated several hundred euros for a
single campaign. Also, as with the anonymous pages, campaigns are set to run on both Facebook

and Instagram.

@ Inactiva see
ID bibliotecd: 1361759981849752
3 feb. 2025 - 6 feb. 2025
Platforme 3 (@
Categorii =4
‘& Marimea estimat a audientei: >1 mil. @
B2 Suma cheltuits (EUR): <100 € @

® Afisari: 45K-50K ©

Vezi detaliile reclamei

Victoria Furtuna
! Sponsorizat - Platita de Victoria Furtuna

Creditele trebuie investite in dezvoltarea durabila a tarii,
nu in partidul de guvernare.

@ Inactiva ses
1D biblioteca: 1636615530233263
3 aug. 2024 - 6 aug. 2024
Platforme €@ (@
Categorii =4
‘& Marimea estimata a audientei: >1 mil. @
B Suma cheltuitd (EUR): 400 €- 499 € ©

© Afiséri: 350K - 400 K @

Vezi detaliile reclamei

Moldova Live
Sponsorizat « Platita de Moldova Live

Stiti cine este in fotografie? Este candidatul la presedintie
din partea blocului ,Victorie®, Vasile Bolea.



WATCH DOG

Fig. 16/17 - Comparison between the budgets allocated by Victoria Furtuna's page and the anonymous
page "Moldova Live". For a period of three days, the "Moldova Live" page allocated around €500 for
advertising, while Victoria Furtuna allocated less than €100 for the same period of time. Both pages set a
single campaign for Facebook and Instagram platforms.

Sponsorship on Viad Filat's page

The advertising sponsorship strategy on Vlad Filat's page is similar to the one used on former
prosecutor Victoria Furtuna's page. As in her case, Filat sponsors a single campaign running on
Facebook and Instagram, with a budget of less than €100 and for a short period of time. In some
cases, Filat's and Furtuna's campaigns are synchronized in duration and deal with the same topic.

@ Inactiva . @ Inactiva .
ID biblioteca: 598579962879008 ID biblioteca: 632703425798786
3 feb. 2025 - 6 feb. 2025 3 feb. 2025 - 6 feb. 2025
Platforme €@

Platforme € (@

Categorii =4 Categorii =4

&% Marimea estimata a audientei: >1 mil. @ &% Marimea estimata a audientei: >1 mil. @

B Suma cheltuita (EUR): <100 € @ B Suma cheltuitd (EUR): <100 € @

@ Afisari: 50K- 60K @ © Afisari: 20K-25K @

Vezi detaliile reclamei Vezi detaliile reclamei

Vlad Filat

Victoria Furtuna
Sponsorizat - Platita de Vlad Filat

¥ Sponsorizat - Platita de Victoria Furtuna

E dimineata, din nou, in Moldova!

CTecHaHCh CNPOCKTL: T3e A38HLIW U KTO, HA CAMOM
nene, hotii si banditii?

Kak-To nogospuTensHo samonyany oamenii onesti.

Tne procurorii curajosi u judecatorii cinstiti, koTopele Bul
nocagunu BCr 3TY rHUNyio DaHay 3a pa3BopoBbIBaHME
[eHer aMepUKaHCKUX HanoronnaTenbLUMKoB?...

Intrebare cétre prezenta guvernare, totusi cine reprezinta
interesele gruparilor criminale?

Se pare ca Maia Sandu si partidul PAS ar trebui sa ofere
careva raspunsuri societatii! Este o lovitura sub centura
pentru membrii grupului criminal organizat aflati la
guvernare! ...

Fig. 16/17 - Comparison between the campaigns set up on Vlad Filat's and Victoria Furtuna's pages. Both
campaigns manipulate on the subject of USAID funding, and accuse the government of being a criminal

group. We also note that these campaigns have been set to run in synchronization for the period February
3-6 and with a budget of less than 100 euros.

The number of views for Vlad Filat's ads is higher than in the case of Victoria Furtuna because

he has more followers on his Facebook page. Thus, META algorithms display Filat's sponsored
ads to a wider audience.
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Main narratives promoted between January 31 and February 28

During the monitored period the main propaganda narratives promoted through Facebook and
YouTube ads were:

Only PAS and NGOs have benefited from USAID money - Former Prime Minister Vlad
Filat has accused NGOs IPRE, CRJM and WatchDog.MD "of taking most of the money
from USAID" since PAS has been in government. Victoria Furtuna accused the
government of being a criminal group financed by USAID. She used in her rhetoric the
statements of billionaire Elon Musk, who claimed that "USAID is a criminal institution".
Natalia Morari accused the independent media and NGOs of "taking money from USAID
to launder the image of the government".

The energy crisis was artificially created by PAS — Vasile Tarlev_accused the
government of artificially creating the energy crisis in Moldova, including in the
Transnistrian region. Former Prime Minister Vlad Filat also manipulated the Transnistrian
energy crisis. According to Mr. Filat, "the government did nothing to prevent the energy
crisis in the region", even though it knew that Ukraine would stop gas to Transnistria. At
the same time, Filat accused the government of "hindering Russia in the process of
procuring gas for the Transnistrian region through a Moldovan company". The "MD24"
page accused the government of "not preparing for the energy crisis and lying to the
population that the price of gas and electricity will not increase"”. The video does not
mention that Russia artificially created the energy crisis.

The EU is no longer a democracy - Victoria Furtuna has accused "NATO and the EU of
cancelling the elections in Romania" because a candidate was allegedly supported by
Russia and Iran. At the same time, Furtuna criticized "NATO for sponsoring the
independent press in Moldova, thus influencing the country's domestic politics". The
fugitive, Veaceslav Platon, promoted a clip from a speech by US Vice President J.D.
Vance, in which he criticized the authorities in Bucharest for cancelling the presidential
elections and the European partners for "having a weak democracy". Platon ironized on
the basis of this speech and said that Maia Sandu would have suffered a heart attack from
the statements of the American vice-president.

Western partners have betrayed Ukraine - Natalia Morari argues that Western partners
have betrayed Ukraine and the current government needs to be careful what decisions it
takes in relation to Russia. In the same video clip promoted by Morari, Gheorghe Gonta
argues that politicians in Kiev from day one should have talked to Putin, because Putin
would not have had time to "play" with them. In a clip by the MD24 website, the idea
promoted was that "Moldova should not be a harem to big powers but should know its
place".
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e EU puts Moldova in debt - According to Victoria Furtuna, the €1.9 billion in EU aid will
put Moldova in debt. She claims that "Moldova will have to sell its land, neutrality and
sovereignty in order to repay the loan". Furtuna says the aid "will be stolen entirely by the
current government and Moldovans will not see any benefit from this EU support".

e PAS government militarizes Moldova - Irina Vlah claims that the current government is
arming Moldova and preparing it for war. According to the former governor of Gagauzia,
the current government "spends billions of lei on military objectives and accepts gifts from
NATQ". The "MD24" website has promoted a clip in which the current government is
accused of being a co-interested in the continuation of the war in Ukraine, as a truce would
lead to PAS losing power.

Findings

Against the backdrop of this year's parliamentary elections, the Kremlin is stepping up its
rhetoric to divide Moldovan society. Through local actors, Russia is trying to discredit civil
society and the independent media, which are perceived as obstacles to the recapture of
institutions by pro-Russian forces. This information offensive is coupled with a recalibration of
online sponsorship mechanisms and the testing of a parallel electoral propaganda ecosystem.

1. Changing sponsorship tactics

Data collected between January 31 and February 28 confirms a clear change of tactics:
fragmented budgets, an increase in the volume of ads, and deliberate avoidance of digital
platforms’ transparency mechanisms. Fugitive oligarchs have drastically reduced funding for
anonymous pages and shifted to directly supporting affiliated politicians, including through their
own media channels, such as MD24.

2. Budget fragmentation and micro-targeting

llan Shor sponsored 164 ads with approximately 3,900 euros, averaging just 24 euros per ad.
The strategy: many ads, short duration, small sums, and precise targeting. In parallel, Platon’s
network has been consolidated through Natalia Morari's page, with 41 ads and a budget
exceeding 2,200 euros. These campaigns aim to avoid reporting in public election spending
registers.

3. Exploiting the regulatory vacuum

The ads are distributed through semi-official pages, without being marked as political.
The Simple Overkill page ran electoral content without a disclaimer, and Google does not
classify the spots of Irina Vlah, Natalia Morari, or Victoria Furtuna as political. The lack of a
coherent regulatory framework creates a tactical advantage for pro-Russian actors.
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4. Synchronizing narratives and reusing themes

USAID grants, indebtedness to the EU, militarization through NATO - these are recycled
themes adapted to the electoral context in new formats. The synchronization between Filat’s
and Furtuna’s pages on the USAID topic is deliberate. Narratives are amplified through affiliated
media networks and delivered in video formats on Facebook, YouTube, and Reels.

5. Parallel political infrastructure

The formation of parties like "Future of Moldova", "Great Moldova", and "Heart of Moldova" aims
to simulate pluralism and fragment the pro-European vote. Propaganda is masked as civic or
social content, such as "criticism of the Ministry of Defense’s spending”. The goal is to create
confusion and raise mobilization costs for pro-reform parties.

Recommendations

These findings are supported by concrete data: ad volumes, budget structures, distribution
methods, and message synchronization. They point to the existence of an adaptive and
coordinated disinformation system that combines political propaganda, technological opacity,
and weaknesses in the regulatory framework.

Without firm intervention and advanced technical monitoring, the Republic of Moldova risks
losing control over its informational arena during the electoral campaign. To limit the effects of
these disinformation tactics and protect the integrity of the electoral process, we propose the
following measures:

Regulating the legal framework to streamline digital transparency
- The State Chancellery to organize a working group with META and Google for
early notifications and to request expanded access to the ad libraries.
- Develop a national legal framework obliging digital platforms to publish data on
sponsorship of political content, including outside official election campaigns.
- Introducing a separate public register of sponsored advertising, containing details
of the amounts spent, the audiences targeted and the source of funding.

2. Strengthening institutional capacity

- Urgent training of CEC, SIS and NAC staff on the monitoring of sponsored
advertisements, using freely available tools.

- Establish an operational communication line between CEC, SIS and NAC to
validate suspicious campaigns within 24 hours and draft joint public alerts.

- Equip CEC, SIS and NAC with digital tools for real-time monitoring of sponsored
content.

- The creation of an inter-agency rapid response unit able to document and sanction
attempts of electoral interference through social networks.



3. Support for civil society

4,

Additional funding for online disinformation monitoring activities, especially in the
context of the 2025 parliamentary elections.

Rapid implementation of a Telegram civic reporting channel, coordinated by a
coalition of NGOs, with the support of the authorities to prevent the escalation of
serious cases.

Create an official civic alert mechanism where citizens can report suspicious
sponsored content.

Interventions in education and media

Start an information campaign with short videos (under 60 seconds) explaining
how to recognize a fake political ad.

Facilitating collaboration between local newsrooms and OSINT experts for rapid
investigations into the sources of election-related sponsored content.

Support local investigative journalism that documents the funding networks of
pro-Russian actors.
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